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1. IIEJIX U 3AJTIAYU OCBOEHMU A JUCHUITJIMHBI

Ilenn ocBOeHMs TUCHUIIIAHBI:

Lenp Kypca — 3aJI0)KUTh METOJUYECKU MPABUIIBHBIE OCHOBBI 3HAHHN, HEOOXOUMBIE OY-
JOYUIMM CIELHMAINCTaM - IPAaKTUKaM B 00JIaCTH 3allUThl HH(GOPMALIUU.

3agauu ocBOCHMS JMCHUIIIMHBI:

OCHOBHBIMU 337ja4aMU AUCLHAIIIINHBI ABJISIOTCS:

- Hay4WThb NPUMEHATH CTAHJAPTHBIC CPEICTBA 3AILUTHI OT HECAHKLMOHUPOBAHHOI'O J0-

CTyla B BEIYHUCIIMTCIbHBIX CCTAX.

- O3HAKOMHUTDH 06y‘IaeMbIX C OCHOBHBIM HallpaBJICHUAMU U MCTOAAMHU 3alIMTbl HUHTPACEC-

TEUW OT BTOP)KECHHUI.

2. MECTO JUCIUIIJIMHBI B CTPYKTYPE OIIOII BO

JAucuuninmza

«OOHapyXeHHe BTOpKECHHH W 3ammra HHOpMAIMN» H3ydaercs B 8

CCMECTPEC U OTHOCUTCA K YUCITY AUCHUILIAH 010Ka BlB, NNpeAHA3HAUYCHHOTO JJIs1 CTYACHTOB,

06yqa101111/1xcs[ M0 HaIpaBJCHUIO ITOATrOTOBKHU

OakamaBpuata 02.03.03 «MartemaTrueckoe

obecneyenue u AIIMUHUCTPUPOBAHUC HH(bOpMaL[I/IOHHBIX CHUCTCM».

Jns  ycnemmHoro
npuoOpeTeHHbIE B
«H(popMaiioHHBIE CETHY;

W3YUYCHHUS
pe3yibrare

HEOOXOOMMBI 3HAHUSI U
«MHpopManoHHbIC

JUCIUITIIMHBI
OCBOCHHA KYpPCOB.

YMEHMUH,
TEXHOJIOTUN Y,

«ApXI/ITeKTypa BBIYUCIIUTCIIBHBIX CHUCTCM MW KOMIIBIOTCPHBIX

cucrem»; «Kpunrorpapuueckue MeTOIbl 3alUThl HH(POpMALUK.

Jlis OCBOEHHS TUCLUIUIMHBI CTYIEHT JOJDKEH UMETh CIIEAYIOLIUE «BXOJHbBIE» 3HAHUS,
YMEHMSI, HABBIKUA U KOMIIETCHLIUU:

3HaHHE 0a30BBIX MOHATHH B 00JacTH MHPOPMALMOHHBIX TEXHOJOTMH M MH(OPMALIMOH-
HBIX CE€TeH U OCHOB KpUnTorpaduu;

CIOCOOHOCTH MCI0JIb30BaTh HOPMATHUBHBIE IPABOBBIE JJOKYMEHTHI;

CIOCOOHOCTh aHAIM3UPOBAThH COLMAIbHO-3HAYUMBbIE TPOOIEMBI U ITPOLECCHI.

OcCHOBHBIE MOJOXKEHUS AUCHUIUIMHBI UCTIONb3YIOTCS B JanbHeleM npu 3amute [HA.

3. IEPEYEHb IVTAHUPYEMBIX PE3YJIbTATOB OBYUYEHUS
IO AMCIUIIVIMHE (MOYJII0), COTHECEHBIX C IINTAHUPYEMBIMH
PE3YJIBTATAMHU OCBOEHHUS OFPA3OBATEJIBHOM ITPOT'PAMMBI
ITponiecc u3ydyeHHs AUCHUILUIMHBI HANIpaBlieH Ha (OPMHUPOBAHUE CIETYIOIIUX KOMIIETEH-

UAH:

Kox m HammeHoBaHue pea-
JIN3yeMOi KoMIeTeH U

ITepedyenns miIaHupyeMbIX pe3yibTATOB O0y4eHHMs MO JHC-
HUILIMHE (MO/AYJII0), COOTHECEHHBIX ¢ MHIMKATOPAMH J10C-
THKEHUS] KOMIIeTeH Ui

OIIK-3 - CrocobeH mpume-
HATh COBpPEMEHHBbIC HH()OP-
MAaIlMOHHBIE TCEXHOJIOI'MHU, B
TOM YHCJIE OTCUECTBCHHBIE,
IIPA CO3JaHUU ITPOIPAMMHBIX
MPOAYKTOB M MPOTPAMMHBIX
KOMITJICKCOB a3 IMYHOTO Ha-
3HAYCHUS

3HaTh:

CoBpemeHHBIE MH(POPMAIIMOHHBIE TEXHOJIOTHH, B TOM YHCIIE
OTCUYECTBCHHBIC, TMPU CO3JAHWH IPOTPAMMHBIX MPOIYKTOB H
MPOrPaMMHBIX KOMIUIEKCOB Pa3IMYHOTO HA3HAYCHUS;
OcHoBHBIE TpeOoBaHUA WH(POPMAITMOHHON OE30MacCHOCTH B
XOJIe pelIeHUs] CTaHAAPTHBIX 3a1a4 MPOodEeCCHOHATBHON esi-
TEITBHOCTH

Ymers:

[TpuMeHsITh COBpeMeHHbIe WH(OPMAIMOHHBIC TEXHOJOTHH, B
TOM YHCIIe OTEUECTBEHHBIC, IIPU CO3TAHUU MPOTPAMMHBIX TPO-
JTYKTOB U IPOrPaMMHBIX KOMIUIEKCOB Pa3IMYHOTO Ha3HAUYEHUs
Baaners:

HaBpikamu BbIOOpa CpeiCTB OOHAPYKEHUS BTOPKEHUW W 3a-
HIUTH THPOPMAIHU OT HECAHKIIMOHUPOBAHHOTO JIOCTYIA
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OIIK-5 — Cnocoben wmHCTAJI-
JTUPOBAaTh W COMPOBOXKIATH
MPOrpaMMHOE  00eCIICYCHHE
Ui “HQOPMAITMOHHBIX CHUC-
TeM uU 0a3 JaHHBIX, B TOM
YHClIe OTEYECTBEHHOTO TIPO-
H3BOJICTBA

3HaTh:

TumnoBoe nporpamMmmHoe oOecrieyeHue i UH(OPMAIIHOHHBIX
cucteM M 0a3 JaHHBIX, B TOM YHCJIE OTEYECTBEHHOI'O MPOM3-
BOJICTBA

YMmern:

WHCcTanmmpoBaTh U COMPOBOXKIATH MPOrpaMMHOE 00ecTieyeHne
JUld UH(GOPMAIMOHHBIX CUCTEM M 0a3 JaHHBIX, B TOM YHCIIE
OTEUYECTBEHHOI'O ITPOU3BO/ICTBA

Baanern:

HaBblkaMu pUMEHEHUS! THIIOBBIX CPEJCTB 3aIUTHl HH(OpMa-
IIUM OT HECAaHKIIMOHMPOBAHHOI'O JOCTyMa

[1K-2 - CnocobeH ucmnomnp30-
BaTh OCHOBHBIC METOIBI H
cpencTaa aBTOMAaTHU3AIMU
NPOCKTHPOBAHUS,  peann3a-
onu, UCHBITAaHUN U OLCHKU
KayecTBa MPU CO3[aHHU KOH-
KYpeHTOCIIOCOOHOTO npo-
IPaMMHOTO IMPOIYKTa H IPO-
rpaMMHBIX  KOMIIJICKCOB, a
TaKKe CHOCOOCH HCIOIb30-
BaTb MCTOJAbI U CPCACTBA aB-
TOMATHU3alluK, CBS3aHHBIC C
COITPOBOXKACHUEM, aIMUHU-
CTPHPOBAaHHEM U MOJEPHHU3A-
LAEH MPOTrpaMMHBIX IPOIYK-
TOB M TPOTPAMMHBIX KOM-
TUICKCOB

3HaTh:

OCHOBHBIE METOJIbI U CPEJCTBA aBTOMATHU3AIIMU MTPOEKTUPOBA-
HH, peanmaunn, I/ICHLITaHI/II\/JI 1 OICHKHU KadeCcTBa HpI/I co3aa-
HUU KOHKYPEHTOCIIOCOOHOTO MPOTPaMMHOTO MPOAYKTa U MPO-
FpaMMHI)IX KOMIIJICKCOB

OCHOBHBIE METO/IbI 3aIUTHl HHTPACETEH OT BTOPKEHU I
YMmeThb:

Hcnonb3oBarh METOABI U CpPElICTBA aBTOMAaTH3allMH, CBS3aH-
HBIC C COHpOBO)KI[GHI/IeM, aIIMI/IHI/ICTpI/IpOBaHI/IeM nu MOI[CpHI/I-
3alMeil MPOrpaMMHBIX MPOAYKTOB U MPOrPAMMHBIX KOMILIEK-
COB

Baagern:

MGTOILaMI/I 158 CpCI[CTBaMI/I aBTOMaTHu3alliu, CBsJI3aHHBIMHU C CO-
MIPOBOKJEHUEM, AJIMUHUCTPUPOBAHUEM U MOJAEpHHU3ALUEN
MIPOTPaMMHBIX IPOAYKTOB U MPOTrPAaMMHBIX KOMIIJIEKCOB

I1K-3 - CnocoOeH HCIob30-
BaTh 3HAHUS HAINPaBICHUNA
pa3BUTHA KOMIIBIOTEPOB C
TPaJUIIMOHHON (HETpaIuIn-
OHHOHN) apXHUTEKTYpoO#; co-
BPEMEHHBIX CHCTEMHBIX TIPO-
TpaMMHBIX CPEJCTB; oOIepa-
IIMOHHBIX CHCTEM, OTIepaIlH-
OHHBEIX M CETEBBIX 000JIOYCK,
CEPBHCHBIX TPOTpaMM; TCH-
JCHITNH Pa3BUTUS PYHKIUN U
aApXUTEKTYP po0GJIeMHO-
OpPUEHTUPOBAHHBIX po-
IPaMMHBIX CHCTEM W KOM-
IJIEKCOB B TPO(eCCHOHATb-
HOU NIeITENbHOCTHU

3HaTth:

OcHOBHBIE MCTOABI U CPCACTBA aBTOMATHU3allNH, CBA3AHHLIC C
COTPOBOXKACHUEM, aJIMUHHCTPUPOBAHUEM M MOJEpHHU3AIUEH
MPOrpaMMHBIX IIPOJYKTOB U IIPOTPAMMHBIX KOMILIEKCOB
YmMmern:

HUcnone3oBars 3HAHUA MCTOABI U CpEACTBa aBTOMAaTU3allHH,
CBSI3aHHBIE C COIMPOBOXICHHUEM, aIMUHUCTPUPOBAHUEM U MO-
JIEpHU3ALKMEN IPOrPAMMHBIX MPOAYKTOB U MPOTPAMMHBIX KOM-
IUIEKCOB C TOYKH 3peHHsl oOecreueHus: WHQPOPMAIMOHHOMN
0€30macHOCTH

Baaners:

HaBrnikamu AIMUHHUCTPUPOBAHUA W MOJACPHHU3AlIUU IIporpa-
MMHBIX TPOAYKTOB H TMPOTPAMMHBEIX KOMIUIEKCOB OCHOBHBIX
nojcucTeM HHGOPMAITMOHHONW 0€30MaCHOCTH O0BEKTA 3aIIUTHI

[IK-4 - CiocobeH HCIoab30-
BaTb OCHOBHBIC KOHICIITY-
albHBIC TIOJNIOKEHUST (PYHK-
OHUOHAJIBbHOI'O, JIOTHYCCKOIO,
00BEKTHO-OPUEHTUPOBAH-

3HaTh:

OCHOBHBIE KOHIIETITyaJbHbIE IMOJIOKEHHUS (PYHKIIMOHAIBHOTO,
JIOTUYECKOTO, OOBEKTHO-OPUEHTUPOBAHHOTO W BU3YaJIbHOTO
HanpaBJIeHUH MPOrpaMMHUPOBAHMS, METOBI, CIIOCOOBI U Cpe-
CTBa pa3pabOTKH MPOrpaMM B PaMKax dTHX HaIlpaBICHUN
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JIEHUN

pa3paboTku

HOTO ¥ BHU3YaJIbHOT'O HallpaB-
IIPOrpaMMHUPOBaHMS,
METO/Ibl, CIIOCOOBI M CPEACTBA
porpamMm

paMKax 3TUX HallpaBJICHUN

B

YMeTh:

Hcnonb30BaTh OCHOBHBIE KOHIIETITyaIbHbIE MOJIOXKEHHUS (DYHK-
IIMOHAIBHOTO, JIOTHYECKOTO, OOBEKTHO-OPUEHTUPOBAHHOTO U
BHU3yaJIbHOI'O HAIIPABJICHUN IPOTPaMMUPOBAHUS

Baanern:

HaBLIKaMI/I HCIIOJIB30BaHHUA OCHOBHBIX KOHI.[CHTyaJIBHbIX 110-
JOXKEHHH  (QPYHKIIMOHAIBHOTO,  JIOTHYECKOTO, OOBEKTHO-
OPUEHTHPOBAHHOIO M BHU3YaJbHOI'O HAIPABJICHUM IPOTpaM-
MHUPOBAHUS

4. OBIIAA TPYJOEMKOCTb JUCHUITJIMHBI

4.1. O0beM TMCUMILUIMHBI B 32a4eTHBIX eIMHHUIAX (BCero) 5.
4.2. O0beM ITMCUMILUIMHBI 10 BUAAM Y4eOHO#H padoThl (B 4acax):

Bup yueonoii KounuectBo yacos ((popma o0yuenus OHegHas )
padoThI
Bcero mo niiany B 1.4. mo cemecrpam
8 cemecTp
1 2 3 4 5
KonraktHas
patora 80 80/80
00ydJaromuxcs ¢
npernojiaBaTenaeM
AynuropHblie
3aHATUS: 80 80/80
Jlexium 20 20/20
IIpakTHueckue u
CEMHHApCKHE 3a- 20 20/20
HATUS
JlaGopaTopHsble
pabotsl (Jrabopa- 40 40/40
TOPHBIN [TPAKTH-
KyMm)
CamocrosiTenbHas
paboTa 64 64
dopmMa TeKylIEro
KOHTPOJISI 3HAHUH TectupoBanue
" KOHTPOJIS Ha ceMUHapax u
CaMOCTOSITENIbHOM 1ab0paTOPHBIX
paboTHI: paboTax;
TectupoBanue, - BOTIPOCHI U
KOHTp. paborTa, TECTBI NIepe]l
KOJIJIOKBHYM, pe- TEKIUSIMU
depat u np. (He
MEHee 2 BUJIOB)
KypcoBas pabora

®opma A
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Buasl npomexy-

TOYHOM aTTeCTa- 9K3aMEH 9K3aMEH
1uu (PK3aMeH, 36 36
3a4eT)

Bcero gacos 1o

180 ¢ s3x3amenoM | 180 ¢ 3x3ameHoM

NUCLUIIINHE:

B cinyuae HE0OXOAMMOCTH HCIIOJIB30BAaHMS B Y4eOHOM TMpOIECCe YaCTUYHO/UCKITIOUUTEITHHO
JUCTAaHIIMOHHBIX 00pa30BaTENIbHBIX TEXHOJNOTUH B TabmuIe uepe3 cjell YKa3bIBaeTcs
Kor4uecTBO YacoB pabotsl [IT1IC ¢ oOydaromuMucs Uit MPOBEACHUS 3aHATHIA B TUCTAHIIMOHHOM
dbopMmaTe ¢ IPUMEHEHHEM AJIEKTPOHHOTO 00YyUEHHS.

4.3. Coaep:xkaHue QTMCHUIIHHBI (MOay.is.) Pacnipeaenenue 4acoB no remMam M BUAaM
y4eOHoi1 padoThI:

®opma 00yueHus JTHeBHAs
Bupl yueOHbIX 3aHATHI
Haspanue paszenos u Tem | Bee- AynuTopHble
ro 3aHATHUS BansaTus
JlaGo- [B MHTE- CaMOCTOs ®dopma
Mpak- | pa- | Pak- |~ = o | TeKymero
JNeK-| Th4. | Top- |THBHOM - KOHTPOJIs
AN BAHATHS, HBIC dopme 3HaHNUU
ceMuHap| pado-
THI
Pasznen 1. ATaku Ha HHTpaceTH
1. Beegenue B Kypc aucuun- 3 2 1 Tecter T1
JIVHEL.
2. Knaccuduxanus BTOp)ke- | 6 2 2 2 Tectr T2
Huil. TunoBble yAaneHHbIE
aTaKu.
3. WuTpacety M NOpPUYMHBL, | S 2 2 1 Tectsr T3
CHOCOOCTBYIOUIHME aTaKaM.
4. OcuoBuble Meronbl, uc-| 10 2 4 4 Tectel T4
HOJIb3yeMble HapyLIUTEIAMU
JUIE TIPOHUKHOBEHHSI B WH-
TpaceTH.
Pa3znen 2. OcHOBHBIE METO/bI 3AILIMTHI HHTPACETEH OT BTOP:KeHHUil
5. MHoroypoBHeBas 3ammuTa | 22 2 2 6 12 Tectsr T5,
MHTpaceTe. 1ab.pad. 1
6. TexHOTOTMH MEXKCETEBBIX | 24 4 4 6 10 Tectrr T6,
HKPAHOB. OcobenHoctu 1a0.pab. 2
(GYHKIIMOHUPOBAHUS MEXKCe-
TEBBIX PKPAHOB Ha pa3iny-
HBbIX ypoBHsIX Mmonenu OSI.
7. Cucrembl oOHapyxeHus | 12 4 4 4 Tector T7
BTOP>KECHUI.
8. Bupryanenple wyacTHble | 8 2 2 4 Tectrr T8
CeTH.
Paznen 3. CpeacrBa 3aluThl HH(POPMAIMH OT HECAHKIIMOHUPOBAHHOIO I0CTYNA.
9. IlepcomaneHble cpenctBa | 8 | \ | 4 | \ 4 | 126.pab. 3
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ayTeHTU(HKALMK JIAHHBIX -
USB-kimtoun U cmapT-KapThl

eToken.

10. Omnexktponnsii 3amok | 10 6 4 nab.pab. 4
"Coboup".

11. Cucrema 3ammutel oT | 12 6 6 na6.pab. 5
HC]JI «Dallas Locky.

12. Cucrema 3ammrel KOH- | 12 6 6 n1a6.pab. 6

buneHnManpHO  MHpOpPMa-
UM W TEePCOHAIBHBIX JIaH-
HbIX «Secret Disky»

13. [Iporpammuo- | 8 6 6 na6.pab. 7
arrapaTHbII KOMIUIEKC
CPEICTB 3alluThl HH(pOpMa-
mau ot HCJI “Axxopn—
AM/13”.

Hroro: 144 | 20 20 40 64

5. COAEPKAHUE KYPCA (MOAYJIs)

Pazgen 1. ATaku HA HHTPaceTH

Tema 1. Beenenue B Kypc JUCIUIUINHBI.

Bo BBeneHuM paccMOTpeHa aKTyaJlbHOCTh H3ydaeMoil nucuuminHbl «OOHapyxeHue
BTOPKEHUH U 3a1uTa nHpopManumy. Jlana kpatkast ICTOpUs BTOP)KEHUH (aTaKk) Ha UHTPACETU U
OTpeieNIeHUs] OCHOBHBIX MOHATUH. [lepeunciensl opraHu3anuu, KOTopble Hanbosiee 4acTo MoJ-
BEP)KEHbI TONBITKAM OCYUIECTBJIEHUS aTak: ()MHAHCOBBIE YUPEXAECHHS U OaHKHU; CEpBHC-
npoBaiizneps! Internet; papmaneBTnyeckue KOMIAaHUU; IPABUTEILCTBEHHbIE U OOOPOHHBIE Tpe/-
IPUSTHS; TAPTHEPHI U 3aKa3YMKHU PA3JIMYHBIX MPABUTEIbCTBEHHBIX YUPEKIECHUN; MEXIyHAPOI-
HbIE KOPIOpaL1H.

Tema 2. Knaccudukanus BropxeHuil. TUnoBble yJaleHHbIE aTaKH.

Jan BapuaHT Kiaccu(uKanus BTOpKeHHUI (arak). PaccMOTpeHbI THIIOBBIC y/ajeHHbIC
aTaku (aHaJIM3 CETEBOTo Tpaduka, MOAMEHA JOBEPEHHOIO CyObeKTa, BBEJEHUE JOKHOTO0 00BEK-
Ta KOMIIBIOTEPHOM CETH, OTKa3 B 00CIyxuBaHuu). [IpuBeIeHBI MOIXO/bI K 3ALIUTE OT THIOBBIX
yJaJeHHBIX aTak.

Tema 3. IHTpaceTH ¥ NpUYMHBI, CHOCOOCTBYIOILINE aTaKaM.

[TonsTne uHTpaceTn u 3amaun e€ 3amuThl. Buasl nHTpacereil. OCHOBHBIE TEXHOJIOTHUH,
HE00XOUMBIE ISl CO3/1aHUsl MHTpaceTel. Y I3BUMOCTH MHTPACETEeH CO CTOPOHBI BCEBO3MOMKHBIX
atak. Ponb aiMMHUCTpHUPOBAHUS HHTPACETEN JJIS 3aIUTHI UX OT BTOPKEHUM.

Tema 4. OcHOBHBIE METO/IbI, UCTIOJIb3yeMble HAPYIIUTEISIMU JJISi IPOHUKHOBEHUS B UH-
TpaceTH.

B nanHOl TemMe pacCMOTpPEHBI OCHOBHBIE METOJIbI Pa3BEPTHIBAHMS aTaK HA MHTPACETH, a
MMEHHO: KJIaCCHYECKUE METOBI (IMTOA00pP MapoJis, METOJ «TPyOOH CHIIBI», METOJ «3amudpoBaTh
Y CPaBHHUTHY, COLIMAbHASI HHKEHEPHS); COBPEMEHHBIE METO/IbI (IIEPEeXBaT JaHHBIX, MOHUTOPHHT
B cucreMe X Window, moiMeHa CHUCTEMHBIX YTWINT, HAlaJeHHUs C HCIOJb30BAHUEM CETEBBIX
nporokoioB ("Jleryyas cmepTs", SYN-6omOapaupoBka, crrydduHr).

Paznen 2. OcHOBHBIC METOABI 32AIMTHI HHTPAaceTell 0T BTOPKeHUil

Tema S. MHoroypoBHeBas 3aluTa HUHTPACETEH.

PaccmarpuBaroTcst ypoBHH, obecnieunBaromiue 3GGeKTUBHYIO 3amuTy cetr. OHa CcKia-
JIBIBACTCS U3 CIEAYIOIINX OCHOBHBIX KOMIIOHEHTOB: HOJUTHUKUA 0€30MacHOCTH MHTPACETH Opra-
HU3AIMK; CETEBOr0 ayJUTa; 3alUThl HA OCHOBE MEXCETEBBIX IKPAHOB U CHCTEM OOHAPYKEHUS
BTOPKCHUM.

dopma A Crpanuna 6us 15
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Tema 6. Texnosoruu MexceTeBbIX 3KpaHoB. OCOOEHHOCTH (PYHKIIMOHUPOBAHUS MEXKCE-
TEBbIX SKPAaHOB Ha Pa3JIMYHbIX YpOoBHAX Moaenu OSI.

PaccmoTtpena TexHoNOrusi MeKCeTeBbIX 3KpaHoB (MD) - ofHa U3 caMBIX MEPBBIX TEXHO-
JIOTHA 3aIIMThl KOPIOPATUBHBIX CeTei OT BHEIHUX yrpos. Ilokazano, uro MO cmocoOcTByer
pean3aluy MOoJIMTUKUA Oe30MacCHOCTH, OIPEIENISIeT pa3pelieHHbIE CTYKObI, TUIIBI IOCTYINA K HUM
U SBJSICTCS peall3alueld dTOW MOJUTHUKUA B TEPMHUHAX CETEBON KOHQUTYpaIlMd, XOCTOB, Map-
HIPYTU3aTOPOB U APYTrux mep 3ammrthl. OyHkiuu M. PaccMoTpena 3amurTa KOpIOpaTUBHBIX
cerell Ha pa3nuuHbIX ypoBHsAX mogenu OSI. Ilpu 3ToM (yHKIMU 3aIIUTHI, BHIOJIHSAEMBIE HA
pa3HbIX YPOBHSX 3TAJOHHON MOJENH, CYIIECTBEHHO OTJIMYAIOTCS APYT OT Apyra. IlosTomy KoMm-
IUIEKCHBI MD ynoOHO MpencTaBUTh B BHUJE COBOKYITHOCTH HEEIMMBIX SKPAHOB, KaXIbIH U3
KOTOPBIX OPUEHTHPOBAH Ha OTAEIbHBINA ypoBeHb Moaenu OS] (3kpaHupyromuii MapuIpyTH3aTop,
IIJI03 CEAHCOBOT'0 YPOBHS, IITI03 MPUKIIAAHOIO YPOBHS).

Tema 7. Cuctembl 0OHapy>KEHUS BTOPKEHUI.

Krnaccudukanus cucrteM oOHapyKEHUS BTOp)KEHUH. VHTEIUIEKTyalbHOE M ITOBECHYC-
cKoe oOHapyskeHue BropxkeHuil. Poib xocTa-6acTroHa npu 0OHapY:KEHUN BTOPKEHHIA.

Tema 8. BupTyanbHble YacTHBIE CETH.

OcHOBHbIC TIOHATHSA ¥ (DYHKIMH BHPTyadbHbIX dacTHbIX cetedl (VPN). Bapuantsl mo-
CTPOCHUSI BUPTYAIbHBIX 3allIUIIEHHBIX KaHaioB. CpenctBa ooecnieuenus 6ezonacHoctu VPN.

Pa3nea 3. Cpencrpa 3amuThl HHPOPMANMH OT HECAHKIIHOHMPOBAHHOIO JOCTYNA

Tema 9. [lepconanbHbIe CpeACcTBA aAyTEHTH(PHUKANNY U 3AIIUIICHHOTO XPAHEHHS TaHHBIX
- USB-kiroun u cMapT-kapThl eToken.

Haznauenue, BO3MOKXHOCTH U MOPSIIOK pabOTHI C IEPCOHATBHBIMU CPEICTBAMH ayTEHTH-
bukanyy 1 3amuinéHnoro xpanenus ganubix (USB-kiaroun u cMapt-kapthl eToken).

Tema 10. Dnexrponnsiii 3amok "Cobonp".

Haznauenne, BO3MOXXHOCTH, YCTaHOBKA U TOPSAIOK pabOThl ¢ DIEKTPOHHBIM 3aMKOM
"Cobomb".

Tema 11. Cucrema 3ammtsl ot HCJI «Dallas Lock».

Haznauenue, BO3MOXKHOCTH, yCTaHOBKAa M HUCIOJb30BaHuE cucTeMbl 3amuThl o HCJL
«Dallas Lock».

Tema 12. Cucrema 3amuThl KOHQUACHIUATEHOW HHPOPMALIUU U TIEPCOHATBHBIX JTaHHBIX
«Secret Disk».

Haznauenue, BO3MOXKHOCTH, yCTaHOBKa M HCIOJb30BaHUE cucTeMbl 3amuThl o HCJL
«Secret Disk».

Tema 13. IIporpaMMHO-anmapaTHBIN KOMIUIEKC CpeAcTB 3amuThl nHpopmarmu or HCJJ
“Axxopa—AM/13”.

Haznauenue, BO3MOXHOCTH, YCTaHOBKA W HCIOJb30BAaHUE IMPOTrPaMMHO-ANNapaTHOTO
KOMIUTIeKca cpeacTB 3amuThl nHopmanuu or HCJI “Axkopa—AM/I3”.

6. TEMBI IPAKTUYECKHWX U CEMUHAPCKHUX 3AHATHI

6.1 IIpakTHyeckue 3aHATHS HE TIPEAYCMOTPEHBI YU€OHBIM TUTAHOM JUCIIUTUTHHEI.

6.2 TeMbl ceMUHAPCKUX 3aHATHIA:

Pa3zpnen 1. Ataku Ha HHTpaceTH

Tema 2. Knnaccudukanus Brop>keHnid. THUIIOBBIE yaleHHbIE aTaku (CeMHHAp).

1. OGnapyxenue Brop>keHuil. Kpatkuii ncropuyeckuii 0630p.

2. Knaccudukanus BTopskeHUi (aTak).

3. TumoBble ynaneHHbIE aTakW (aHAJIU3 CETEBOrO Tpaduka, TOIAMEHA JOBEPEHHOTO
CyOBeKTa, BBEICHHE JIOKHOTO OOBEKTa KOMITLIOTEPHOI CETH, OTKa3 B 00CITy)KHBAHUH).

Tema 3. UnTpaceTu u NpUUMHBI, CIOCOOCTBYIOIINE aTaKkaM (CEeMHUHAp).

1. TlonsTHe MHTpACETH U 3aJa4y €€ 3aIHTHI.

2. CerMeHTHpPOBAaHHME UHTPACETEH.
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3. IIpobmemMbl 6€30macCHOCTH UHTPACETEH.

Tema 4. OCHOBHBIE METO/IbI, UCTIOJIb3yEeMble HAPYIIUTEISAMHU JJIs1 IPOHUKHOBEHUS B UH-
TpaceTu (cemMuHap).

1. Kiaccudeckue MeToibl (1oa00p Mapoisi, METO «TPyOOil CHIIBI», METO «3armudpo-
BaTh U CPABHUTHY, COLIMATIbHAS MH)KEHEPHS).

2. CoBpeMeHHBIE METOBI (TIepexBaT JaHHbIX, MOHUTOPHHT B cucteme X Window, moj-
MEHa CHCTEMHBIX YTWIUT, HANaJeHUS C MHCIOJIb30BAHMEM CETeBbIX MNpoTokonoB ("Jleryuas
cmepTh", SYN-6oMOapaupoBka, cryhduHr).

Pa3nen 2. OcHOBHBIE MeTO/IbI 3AIIIMTHI HHTPAcCeTell 0T BTOP:KeH Uit

Tema 5. MHoroypoBHeBas 3allliTa HHTpAceTeN (ceMuHap).

1. TMonutrka 6€30MaCHOCTH UHTPACETH OpraHU3aIUH.

2. CeteBoli ayauT.

3. Cucrembl 0OOHapYKEHHS BTOP)KEHUN U MEXKCETEBbIE SKPaHBI.

Tema 6. TexHOIOTHH MEKCETEBBIX IKpaHOB. OCOOCHHOCTH ()YHKITMOHHPOBAHHS MEKCE-
TEBBbIX SKPaHOB Ha pa3NUYHbIX ypoBHsAX Mozaenu OSI (cemunap).

1. Knaccudukanus MeKCETEBBIX IKPAHOB.

2. OYHKIMHA MEXKCETEBBIX KPAHOB.

3. OcobGeHHOCTH (PYHKIIMOHUPOBAHUS MEXKCETEBBIX IKPAaHOB HA PA3JIMUHBIX YPOBHSAX MO-
nenu  OS| (skpaHupyromuii MapIIpyTH3aTOP, MIJII03 CEAHCOBOTO YPOBHS, IUII03 MPUKIAIHOTO
YPOBHS1).

Tema 7. Cuctembl 0OHapyKeHUs BTOPKEHUH (ceMUHap).

1. Knaccudukanusi cucreM oOHapyKEHHS BTOPKECHUH.

2. VHTemnekTyanbHOE U MOBEJCHUYECKOE OOHAPYKEHHE BTOPIKEHUH.

3. Poub xocTa-6acTroHa pu 0OHAPYKEHUU BTOPIKEHHIA.

Tema 8. Bupryansusie yactabie cetu (VPN) (cemunap).

1. OcHoBHble noHsATHS U pyHKIHK VPN.

2. BapuaHThI TOCTPOCHHS BUPTYaIbHBIX 3alIUIIEHHBIX KaHAJOB.

3. Cpenctsa obecnieuenus 6e3omacHocTr VPN.

7. JABOPATOPHBIE PABOTHI (JABOPATOPHBII ITPAKTUKYM)

Pazgen 2. OcHOBHBIE MeTObI 32IIMTHI HHTPaceTell 0T BTOPKeHUH

Tema 5. MHoroypoBHeBas 3amuTa HUHTpaceTe.

Jlaboparopnas padora Ne 1. (8 yacoB). «BbipaboTka KOHIENITYaIbHBIX OCHOB JICSITEIHHO-
CTH 10 00ecreuyeHn 0 HH(POPMALIMOHHON O€30MaCHOCTH MPEATIPUSATHSY.

[lens: AHanu3 MHPOPMALMOHHBIX AKTHBOB, UCIOJIb3yEeMBIX KOMIAHHEH W BBIPAOOTKA
KOHIENTYaIbHBIX OCHOB JESATEIBHOCTH IO OOECHEeUEHHUI0 KOPIOpPaTUBHOM HH(POPMAIMOHHOMN
6e3omacHocTH. Pe3ynbTar: oTyer.

Metonuyeckue yka3aHHUsi: OCHOBHOE BHUMaHHE JIOJDKHO OBITh YAENEHO MPaKTUYECKOMY
BBISIBIICHUIO YTPO3 M 0A30BbIX YS3BUMOCTEH KOHKPETHBIX MH(OPMAIIMOHHBIX aKTHBOB MPEANPU-
ATHA, a TaKKe BBIOOPY METOJIOB U CPENICTB MPOTUBOACUCTBUS MMEIOLIUMCS yrpo3aM HH(popMa-
[IUOHHOM 0€30IaCHOCTH.

Tema 6. TexHOJIOTHH MEXKCETEBBIX 3KpaHOB. OCOOCHHOCTH (PYHKIIMOHUPOBAHUS MEKCE-
TEBBIX SKPaHOB Ha Pa3JINYHBIX YpPOBHAX Moaenu OSI.

JlaGopaTopuas padora Ne 2 (6 yaca). HazHaueHrne ¥ BO3MOKHOCTH BCTPOCHHBIX MEXK-
CeTeBBIX IKpaHOB (MD).

enb: U3yuyuTh BO3MOKHOCTH U HAy4yUThCs paboTaTh ¢ BcTpoeHHbBIMU MO (OC u aHTH-
BHUPYCHBIE ITAKeThl). Pe3ynprar: oTuer.

Mertoanuecke yka3aHHsA: OCHOBHOE BHHUMAaHHE JOJDKHO OBbITh YJEJIEHO HAcTPOMKE U
IIPAKTUYECKOMY OCBOEHMIO BO3MOKHOCTENH BCTPOEHHBIX MO.

Pasznen 3. CpeacrBa 3amuthl HHGOPMANUH OT HECAHKIIHOHUPOBAHHOIO 0CTYyIIA
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Tema 9. IlepcoHanbHble cpeAcTBa ayTeHTU(PUKALMN U 3alIUIIEHHOTO XPaHEHUS JaHHBIX
- USB-xiroun u cmapt-kaptel eToken.

JlabopaTopHas padora Ne 3. (4 ywaca). Ha3znaueHue, BO3MOXHOCTH U MTOPSIIOK pabOTHI
C TEPCOHAIBHBIMU CPEICTBAMU ayTEHTU(UKAIMK M 3alMIIEHHOr0 xpaHeHus naHHbiX (USB-
KJIFOYM U cMapT-KapTel eToken).

Lenb: U3y4nTh BO3MOXKHOCTH M HAYYUTHCS pabOTaTh C MEPCOHATBHBIMU CPEICTBAMU ay-
TeHTU(UKALUKU NaHHBIX. Pe3ynbpTar: oTyer.

Metoauyeckre yka3aHHs: OCHOBHOE BHHMMAaHHE IOJDKHO OBITH YNEJIEHO HACTPOMKE U
IPAaKTUYECKOMY OCBOEHHMIO BO3MOXKHOCTEH MEPCOHAIBHBIX CPEICTB ayTEeHTU(DUKALIUH.

Tema 10. Dnexrponnsiii 3amok "Coboup".

JlaGopaTopuasi padora Ne 4. (4 yaca). Haznauenue, BO3MOKHOCTH U TOPSIIOK PabOTHI €
DneKkTpoHHbIM 3aMKOoM "Co0oub".

enb: M3ydnTh BO3MOXKHOCTH U HAYYUTHCS PabOTaTh C 3JIEKTPOHHBIM 3aMKoM "Coboib".
Pesynbrar: oTuer.

Metoanyeckue yKa3aHusi: OCHOBHOE BHUMAHUE JOJKHO OBITh yJ€IEHO HAaCTPOHKe, yCTa-
HOBKE U MPAKTUYECKOMY OCBOEHHUIO BO3MOXKHOCTEH 371€KTpOHHOTO0 3aMKa "Colouip".

Tema 11. Cucrema 3amutsl ot HCJI «Dallas Locky.

JlaGopaTopnas pa6ora Ne 5. (6 yacos). HasnHaueHue u BO3MOKHOCTH CHCTEMbI 3aIIUTHI
or HCJI «Dallas Lock».

Lenb: u3yuynTh BO3MOKHOCTH U HAaydyuThCsl padorarh ¢ cucreMoit 3aumuTsl or HCJI. Pe-
3yJbTaT: OTYET.

Mertoanyeckne yKa3aHHsA: OCHOBHOE BHHUMAaHHE JOJDKHO OBITH yJEIEHO HACTPOHKE H
paKTHYECKOMY OCBOEHHIO Bo3MoxkHOcTel «Dallas Locky.

Tema 12. Cucrema 3amuThl KOH(PHUICHINATBHOW MHPOPMAIIUN U TIEPCOHATBHBIX JaH-
HbIX «Secret Disk».

JlaGopaTopnas pa6ora Ne 6 (6 gacos). Haznauenue u Bo3MOKHOCTH CHCTEMBI 3aIIUTHI
ot HCJI «Secret Disk».

Lenb: u3yuyuTh BO3MOXKHOCTH M HayuuTbcs pabotarh ¢ Cucremoil 3amutbl o HCJI
«Secret Disk». Pe3ynbrat: oTuer.

MeTtoauyeckue ykazaHusi: OCHOBHOE BHUMaHUE JOJKHO OBITh yJI€I€HO HAaCTpoiKe, ycTa-
HOBKE U MPAKTHYECKOMY OCBOCHHUIO Bo3MoxkHOCTel Crctembl 3amuThl o HCJI «Secret Disky.

Tema 13. IIporpaMMHO-anmapaTHBI KOMIUIEKC CpeAcTB 3amuThl nHpopmarmu or HCJJ
“Axxopa—AM/I3”.

JlaGoparopuas pa6ora Ne 7 (6 wacoB). Ha3sHaueHue u BO3MOXHOCTH ITPOrPaAaMMHO-
anmapaTHOTO KOMIUIeKca cpeAcTB 3ammThl nHpopmanuu ot HCI “Axkkopni—AM/13”.

Lenb: M3ydnTh BO3MOXXHOCTH M HAYYUThCS paboTaTh ¢ MPOTPaMMHO-aNIapaTHBIM KOM-
iekcoM cpecTB 3amuTsl nHpopmanuu or HCJI. Pe3ynbrat: oTuer.

MeTtoauyeckue ykazaHUsl: OCHOBHOE BHUMaHUE JOJKHO OBIThH yJI€I€HO HAaCTpoiKe, ycTa-
HOBKE M MPAKTUYECKOMY OCBOEHHIO BO3MOXKHOCTEH IPOrpaMMHO-AINIapaTHOro KOMILIEKca
cpencts 3auuTsl nHGopmauu ot HC/I.

8. TEMATUKA KYPCOBBIX, KOHTPOJIbHbIX PABOT, PE@EPATOB
8.1 KypcoBeie, KOHTpOJIbHBIE PA0OTHI U pedepaTsl He MPETyCMOTPEHBI YUEOHBIM IJIAHOM
JUCIUTIIAHBL.

9. MEPEYEHb BOITPOCOB K DK3AMEHY
1. O6napyxenue BTop>keHuil (atak). Kpatkuii ucropuyeckuii 0030p.
2. Knaccudukamnus BTop)keHul (aTax).
3. TunoBble ynaneHHbIe aTakh. AHAJIN3 CETEBOTO TpaduKa.
4. TumnoBble ynajaeHHbIe aTaku. [lonMeHa TOBEpEeHHOTO CyOhEKTA.
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5. Tunossle ynaneHHble aTaku. BBejeHNE 10)KHOT0 00bEKTa KOMIIBIOTEPHON CETH.
6. Tunossle ynanennsie ataku. OTKa3 B 00CTyKUBAHHH.
7. TloHsATHE MHTPACETH U 33Ja4U €€ 3aLIUTHI.

8. IIpoGiiembl 6€30MaCHOCTH MHTpPACETEH.

9. Kuaccuueckre MeTo/bl, UCHOIb3yEMblE HAPYIIUTENIAMU Ul IPOHUKHOBEHUS B MH-
TpaceTH. MeToa «1moadop maposs».

10. Knaccuueckue MeTObl, UCIOIb3yEMbl€ HAPYIIUTEIAMHU A IPOHUKHOBEHUS B WH-
TpaceTn. Metoa «rpy0oii cuib».

11. Knaccuyeckue MeTObl, UCIOIb3yEMble HAPYILIUTEIAMHU A IPOHUKHOBEHUS B WH-
TpaceTn. Metoa «3amudpoBaTh U CPAaBHUTHY.

12. Knaccuyecknue MeTObl, UCIOIb3yEMble HAPYILIUTEIAMHU A1 IPOHUKHOBEHUS B WH-
Tpaceru. ColranbHas HHXEHEPHSL.

13. CoBpeMeHHbIE METO/Ibl, HCIIOJIb3yeMble HapyIIUTEIIMH ISl IPOHUKHOBEHHS B UH-
TpaceTu. MeToj «epexBaT JaHHbIX).

14. CoBpeMeHHbIE METO/Ibl, HCIIOJIb3yeMble HapyIIUTEIIMH ISl IPOHUKHOBEHHs B UH-
Tpacetn. Meton «MoHHTOPUHT B ciucteMe X Windowy.

15. CoBpeMeHHbIE METO/Ibl, HCIIOJIb3yeMble HapyIIUTEIIMH ISl IPOHUKHOBEHHs B UH-
TpaceTu. MeTos «0AMEHA CUCTEMHBIX YTHIIUT.

16. CoBpeMeHHbIE METO/Ibl, HCIIOJIb3yeMble HapyIIUTEIIMH ISl IPOHUKHOBEHHS B UH-
TpaceTu. MeTo/1 HanaJeHuUs C UCIOJIb30BAHUEM CETEBBIX MPOTOKOJIOB "JleTydas cmepTh'.

17. CoBpeMeHHbIE METO/Ibl, HCIIOJIb3yeMble HapyIIUTEIAMH ISl TPOHUKHOBEHHs B UH-
TpaceTn. MeTo/ HamaeHus C UCIIOJIb30BAaHHEM CETEBBIX IPOTOKOJIOB «SY N-OoMOapaArpoBKay.

18. CoBpeMeHHbIE METO/Ibl, HCIIOJIb3yeMble HapyIIUTEIIMH ISl IPOHUKHOBEHHS B UH-
TpaceTu. MeTos HaraJ eHus C UCIIOJIb30BAHUEM CETEBBIX IPOTOKOJIOB «CITY(PPUHI».

19. MmuoroypoBHeBas 3amura uHTpaceredl. I[lonmuTuka Oe30macHOCTH HMHTpaceTH
OpraHH3aIiHy.

20. MHoroypoBHeBas 3ammura uHTpaceTei. CeTeBoit ayauT.

21. Knaccugukaius MeXCEeTEeBbIX SKPaHOB.

22. OYHKIUU MEXCETEBBIX IKPAHOB.

23. OcobeHHOCTH (YHKIIMOHUPOBAHMSI MEXKCETEBbIX 3KPAHOB Ha Pa3IMYHBIX YPOBHSX
mozenn OSI. Dxkpanupyromuii MapIpyT1u3arop.

24. OcobenHocty (HhYHKIIMOHHPOBAHUST MEXKCETEBBIX DKPAHOB Ha PA3IMUYHBIX YPOBHSX
mozaenu OSI. 103 ceaHcoBOro ypoBHsI.

25. OcobenHocty (hYHKIIMOHHPOBAHUS MEKCETEBBIX IKPAHOB HA PA3IMUYHBIX YPOBHSX
mozenn OSI. DxpaHupyromuii MapIIpyTHU3aTop.

26. OcobeHHOCTH (DYHKIIMOHMPOBAHUSI MEXKCETEBBIX DKPAHOB HA PA3IMYHBIX YPOBHSX
mozenu OSI. Ilnro3 npukiagHOro ypoBHS.

27. Knaccudukanus cucteM oOHapy>KEHHsI BTOPIKEHHIA.

28. NHTeNnneKTyallbHOE U MIOBEACHYECKOe OOHAPYKEHUE BTOPIKEHUH.

29. Ponb xocTa-0acTHOHA IpU 0OHAPYKEHUHU BTOPKEHUH.

30. Bupryansnbie uactabie ceT (VPN). OcHoBHbIe oHsATHS U pyHKIMH VPN,

31. BapuaHThI NOCTPOECHMS BUPTYaJIbHBIX 3aAIIMIICHHBIX KAHAJIOB.

32. CpenctBa obecnieueHus: 0€30MacHOCTH BUPTYalbHbIX YacTHBIX ceTeid (VPN).

33. HaznaueHme ¥ BO3MOXXHOCTH TIEPCOHAIBHBIX CPEICTB AayTCHTU(UKAIUH |
3anuieHHoro xpanenus naHHbix (USB-kimroun u cmapt-kapThl eToken).

34. Ha3znadeHure U BO3MOXKHOCTH DJIEKTPOHHOTO 3amKka "Co0ois".

35. Ha3znaueHue v BOBMOXKHOCTH CHUCTEMbI 3alIUThl KOH(UACHIMATLHOW HH(OpMaIH
U TIEPCOHATBHBIX JaHHBIX «Secret Disky.

36.  Ha3nauenwe m BO3MOXHOCTH cucTeMbl 3amuThl uHpopMmanun or HCJ «Dallas
Lock».
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37. Ha3znauenne u Bo3moxkHOCTH [IporpaMMHO-ammapaTHOrO KOMILIEKCA CpEICTB
3amuTel nHGopmanuu ot HCJI “Axkopni—AM/I3”.

10. CAMOCTOSATEJIBHASA PABOTA CTYJIEHTOB

Tema 9. IlepconaibHble
CpelcTBa ayTeHTU(DHKAIUN

K Caa4dc 5K3aMCHa

Hasanue pasnenos u rem Bun camocrositenpsHON O6Bvem ®opMa KOHTPOJIA
paboThl B yacax
1 2 3 4
Paznen 1. Ataku Ha unrtpa- | [logroroBka k Jiekiuu, ce- Tectol nepen
CETH. MUHapy, MOAT0TOBKa pede- 1 JIEKLIMEH, BOIIPOCHI U
Tema 1. BBenenue B Kypc | paToB, HOJAIOTOBKA K cljaue TECThl HA CEMHUHApE,
JCHUTUINHBI HK3aMeHa 9K3aMEH
Pazgen 1. Tema 2. Kuac- | [logroroBka k Jiekiuu, ce- TecTsl epen
cudukanus BTOP)KEHUI. | MUHAPY, TOJTOTOBKA pede- 2 JEKLUHeH, TeCThl U
Tunosble yaaneHHble aTakl | paToOB, HOJTOTOBKA K cjaue BOIIPOCHI Ha
HK3aMeHa CEMUHApE, SK3aMEeH
Paznen 1. Tema 3. Wurpa- | [logroroska k Jiekuuu, ce- Tectsl nepen
CeTH W MPUYHHBI, CIOCO0- | MUHApPY, MOArOTOBKA pede- 1 JIEKLIMEH, BOIIPOCHI U
CTBYIOILIME aTaKaM paToB, OJIrOTOBKA K cjaue TECThl HA CEMHUHApE,
HK3aMeHa 9K3aMEH
Pazgen 1. Tema 4. Ochos- | [logroroska k Jiekiuu, ce- TecTsl nepen
HbI€ METOJbl, HCIOJb3ye- | MUHAPY, TOJATOTOBKA pede- JIEKLIMEH, BOIIPOCHI U
Mbl€ HapyLIUTEISIMU Ul | paToOB, MOATOTOBKA K cllaye 4 TECThl HA CEMUHApE,
IIPOHUKHOBEHUS B UHTpace- | 3K3aMeHa 9K3aMEH
™
Pasznen 2. OcHoBHBIE MeTO- | [loaroToBka K Jiekuuu, ce- Tectsl nepen
Jbl 3alIUTHl UHTPAceTe OT | MMHApY, OJTOTOBKA pede- JIeKIUEN, TECThI U
BTOP)KEHUM. parToB, MOArOTOBKA K J1abo- 12 BOIIPOCHI HA CEMHHA-
Tema 5. MHoroypoBHeBasi | paTOpHBIM paboTaM, MOJr0- pe, BOIIPOCHI Ha J1a-
3aluTa MHTpaceTen TOBKa K CJjaue IK3aMEHa 6opaTopHOit paboTe
9K3aMeH
Pasnen 2. Tema 6. Texuo- IToaroroBka K JIEKIIMU, Ce- Tectol nepen
JIOTUU MEKCETEBBIX IKpa- MUHapy, MOATr0TOBKa pede- JIeKIUEH, TECThI U
HOB. OcoOeHHOCTH (YHK- parToB, MOArOTOBKA K J1abo- 10 BOIIPOCHI HA CEMHUHA-
LIMOHUPOBAHUS MEKCeTe- paTopHBIM paboTaM, MOJro- pe, BOIIPOCHI HA Ja-
BBIX KPaHOB Ha pa3iiny- TOBKa K cJjaue IK3aMeHa 6oparopHoii paboTe
HBIX YpoBHiIX Mozemn OSI JK3aMeH
Paszmen 2. Tema 7. Cucre- | I[Toaroroska K JeKIIUH, Ce- Tectol nepen
Mbl OOHapy>KE€HHUs BTOpXKe- | MUHApY, OJTOTOBKA pede- 4 JIeKIUeH, TECThI U
HUU paToB, IOJrOTOBKA K cljaue BOIIPOCHI Ha
HK3aMeHa CceMHUHape, SK3aMeH
Paznen 2. Tema 8. Bupry- | Iloaroroska k nekuuu, ce- TecTel nepen
aJIbHbIE YAaCTHBIE CETH MUHapy, MOATr0TOBKa pede- 4 JIeKIUeH, TECThI U
paToB, IOJrOTOBKA K cJjaue BOIIPOCHI Ha
HK3aMeHa ceMHUHape, YK3aMeH
Paznen 3. Cpencrra 3amu- | [logroroska pedeparos, Bomnpocsr Ha nabopa-
Thl UH(POPMALIUU OT HECaH- | MOJATOTOBKA K JabopaTop- TOpHOH paboTe,
KIIMOHUPOBAHHOTO JIOCTyIa | HBIM paboTaM, MOJArOoTOBKa 4 JK3aMEH
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naHebex - USB-xiroun u
cmapT-KkapThl eToken

Pasnen 3. Tema 10. Diex-
TpoHHBIH 3amMoK "Co6015p"

[ToaroroBka pedepatos,
MOJIFOTOBKA K 1abopaTop-
HBIM paboTaMm, MOATrOTOBKA
K cJlaue dK3aMeHa

Borpocsr Ha 1abopa-
TOpPHOH pabdoTe,
JK3aMeH

Paznen 3. Tema 11. Cuc-
tema 3amuThl oT HCJJ
«Dallas Locky.

[TonroroBka pedepatos,
MOJIrOTOBKA K J1abopaTop-
HBIM paboTaM, HOArOTOBKA
K C/Iaye dK3aMeHa

Bomnpocs! Ha mabopa-
TOpHOU pabore,
IK3aMeH

Paznen 3. Tema 12. Cucre-
Ma 3aIlIUTHl KOH(UICHIH-
abHONM MH(pOpPMALUU U
NEePCOHABHBIX JTAHHBIX
«Secret Disk».

[ToaroroBka pedepatos,
MOJITOTOBKA K J1abopatop-
HBIM paboTaM, OJrOTOBKA
K C/1aye dK3aMeHa

Bomnpocs! Ha nabopa-
TOpHOU pabore,
9K3aMeH

Pazgen 3. Tema 13. Ilpo-
IPaMMHO-aIIIIapaTHbIN KOM-
IUIEKC CPEJICTB 3aLUThI UH-
¢dopmarmu or HCJ|

[ToaroroBka pedepatos,
MOJITOTOBKA K J1TabopaTop-
HBIM paboTaMm, MOATOTOBKA
K cllaue 9K3aMeHa

Bompocs! Ha nabopa-
TOpPHOM pabore,
9K3aMeH

«Axxopa—AMJI3».

11. YYEBHO-METOINYECKOE U UTHOOPMALIMOHHOE OBECIIEYEHUE
ANCHUITJINHBI

a) Cnucok peKoMeHyeMoii TuTepaTyphbl:

OCHOBHAasl

1. Ilenyxun O.M., O6HapykeHUEe BTOPXKEHUI B KOMIIBIOTEPHBIE CETU (CETEBbIE aHOMAIIH)
[OnexTpoHHbIHA pecype]: YuebHoe nocobue st By30B / [Tox pen. mpodeccopa O.U. llenyxuna. - M.
lopsiwast muamst - Temekom, 2013. - 220 c. - ISBN 978-5-9912-0323-4 - Pexum pocryma:
http://www.studentlibrary.ru/book/ISBN9785991203234.html.

2. 3ammra MHOOPMAIMK: OCHOBBI TEOPHHU: YYCOHHK Ui OakaiaBpuara W MarucTparypbl /
lermoB A. 0., IllermoB K. A. — M.: UznarensctBo FOpaiit, 2019. — 309 c. https://biblio-
online.ru/viewer/zaschita-informacii-osnovy-teorii-433715.

3. buprokor A.A., MHdopmarmoHHas 0€30MMacHOCT: 3allluTa W HaMajeHUe [ IeKTPOHHBIA
pecypc] / buprokos A. A. - M. : IIMK TIlpece, 2017. - 434 ¢. - ISBN 978-5-97060-435-9 - Pexum noc-
tyna: http://www.studentlibrary.ru/book/ISBN9785970604359.html.

JAOTOJIHUTEJIbHASA

1. Hexommepueckas untepHet-Bepcust CIIC "Koncynprantlnroc":

1.1 loxrpuna nH(popManmoHHo# Oe3zomacHoctu Poccuiickoit @enepanuu (Ykas [Ipesu-
nenta P® ot 05.12.2016 N 646 "O06 yrepxkaenun JJokTpruHbl HHOOPMAITMOHHON O€30MTaCHOCTH
Poccwuiickoit ®enepannn")

Pesxxum moctyma: http://www.consultant.ru/document/cons_doc_LAW_ 208191/

1.2 Crparerus HaipoHaIbHOU Oe3omacHocT Poccuiickort denepaiin (Vkas Ilpesunenra
Poccwmiickoit @eneparmuu ot 31 mexadbps 2015 roma N 683 "O Crparernu HaoOHaIBHON O€30I1acHO-
ctu Poccuiickoit @eneparmu™)

Pexxum moctyma: http://www.consultant.ru/document/cons_doc_LAW_ 191669/

1.3 ®denepanpubiii 3akoH oT 27.06.2006 N149-03 "O6 undopmarum, HHGOPMaITHOHHBIX

TEXHOJIOTHSX M 3aIIuTe HHPopMaun"
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Pexxum moctyma: http://www.consultant.ru/document/cons_doc_LAW_61798/

1.4 ®enepanbusiii 3akoH oT 27.07.2006 N152-®3 "O nepcoHanbHbIX AaHHBIX" Pexum
nocryna: http://www.consultant.ru/document/cons_doc_LAW_ 61801/

1.5 ®enepanbubiii 3akoH ot 29.07.2004 N98-®3 "O xommepueckoil TaiiHe" Pexxum
nocryna: http://www.consultant.ru/document/cons_doc_LAW_48699/

2. CunapeB H.A., IHCTpyMEHTalbHBII KOHTPOJIb M 3aIIMTa UHPOpPMALUU [DIEKTPOH-
bl pecypc]: CunapeB H.A., Jlaukun O.B., Hanunkun A.Il, I[lorexeukuit C.B., IlepeToxun
O.M. - Boponex: BI'YUT, 2013. - 192 c. - ISBN 978-5-00032-018-1 - Pexxum nocryma:
http://www.studentlibrary.ru/book/ISBN9785000320181.html.

3.TOCT P NICO/M3K 27002-2012 NudopmanmonHas TeXHOIOTH. MeTOIbI U CpecTBa
obecrnieuenus 6e3omacHocT. CBo HOpM | npaBui MeHepkMeHTa. ['OCT-Dkenepr - enuHas 6a-
3a 'OCTos Poccuiickoit denepanuu s 00pazoBaHus U IPOMBIIIIIEHHOCTH. — Pexum nocty-
na: https://gostexpert.ru/gost/gost-27002-2012;

4. Tymanos C.A., Cucrema 3aiiuthl HHGOPMALMK OT HECAHKIIMOHUPOBAHHOI'O JOCTYIIA
Ha ocHoBe "DallasLock 8.0" [Dnexktponnslii pecypc]: / TymanoB C.A. - HoBocubupck: M3a-Bo
HI'TY, 2016. - 56 c¢ - ISBN 978-5-7782-2826-9 - Pexum pgocryma:
http://www.studentlibrary.ru/book/ISBN9785778228269.html.

y4eOHO-MeToAuYecKas

1. MeTtonuyeckue yka3aHus JUisl IPOBEJCHUS J1a0OpaTOPHBIX paboT Mo 3amuTe uHPOp-
Malluu JJIS CTYJIEHTOB crneruanbHocTtel "KommbiorepHas Oe3omacHocTh", «MaTemaTudyeckoe
obecrieueHre ¥ aJMUHUCTPUPOBaHUE HHPOpPMAIMOHHBIX cucteM", "MHPpOKOMMYHUKAIIMOHHbBIE
TEXHOJIOTHH M CHCTEeMBI cBsi3n", «CHucTeMHbI aHanu3 u ynpasieHnue» / A.C. Aaapees, C.M. bo-
poauH, A.M. UBanuos. - Yaeanosck: Yal'Y, 2015. 54c.

URL: ftp://10.2.96.134/Text/Andreev2015.pdf

2. BanuoB A.M.

MeTtonnyeckue yka3zaHus JIUIsl CAMOCTOATEIbHONU paboThl CTYI€HTOB 10 AuctuIuinHe «O0Hapy-
JKEHHEe BTOP)KEHUH U 3amuTa MHGOpMaIm» JUIsl CTYJeHTOB OakaiaBpuaTa Mo HalpaBJICHUIO
02.03.03 «MaTtemaTtnueckoe obecrieueHue U aIMUHUCTPUPOBaHUE HH(OPMALIMOHHBIX CUCTEM» U
09.03.03 «[Ipuxnagnas uHpopmMaTuka» ouHoi popmsl o0yuenus / A. M. UBanuos; Yul'y,
®dak. MmaTeMaTuKH, HHGOPM. U aBHall. TEXHOJIOTHH. - YibgaHoBck: Yal'V, 2020. - 3aru. ¢ 3kpaHa;
HeonyGnukoBaHHBIH pecypce. - DneKTpoH. TekcToBble AaH. (1 ¢aiin : 363 Kb). - Tekcr : anek-
tpounsiid. http://lib.ulsu.ru/MegaPro/Download/MObject/4270

CaornacopaHo: i . o
D Bio-pr Ub YaTY ) [losrwwo vig W | 05 06 zow
JIOMKHOCTD COTPY AHNKA HAY4HOH OHDIHOTEKH OHO NOANHCE | Aara

0) IIporpammHoe o0ecnieueHune

- onreparronnas cpena OC Windows/ Anet Pabouast cranius §;

- Microsoft Office / MoiitO¢duc CtanaapTHBIN.

B) [IpodeccuonanibHbie 6a3bl JaHHBIX, HHPOPMALMOHHO-CIIPABOYHbIE CHCTEMbI

1. Dy1eKTPOHHO-0UOJINOTEYHbIE CHCTEMBI:

1.1. IPRbooks : anekTpoHHO-0MOIMOTEYHAs cucTeMa @ callT / rpymnmna komnanuit A [1u
Ap Menaua. - Capatos, [2020]. — URL.: http://www.iprbookshop.ru. — Pesxum goctyma: mist 3ape-
TUCTPHUP. NTOJIb30BaTENEN. - TEKCT : 2JIEKTPOHHBIM.

1.2. FOPAMT : snexTponHO-GuGIMOTeUHas cucteMa : caiT / OO0 DIeKTPOHHOE H3/1a-
tenbcTBo FOPAMT. — Mocksa, [2020]. - URL: https://www.biblio-online.ru. — Pexxum poctyrma:
JUISL 3apETUCTPUP. MOJIb30BaTENEH. - TEKCT : 2JIEKTPOHHBI.

1.3. KoHCynbTaHT CTyACHTA : AJIEKTPOHHO-OnOIMoTeynas cucrema : cadt / OOO Ilonu-
Texpecypc. — Mockaa, [2020]. — URL: http://www.studentlibrary.ru/catalogue/switch_kit/x2019-
128.html. — Pexxum moctyna: 1uist 3aperucTpup. nojb3oBaTeneid. — TeKCT : dIeKTPOHHBIH.

1.4. Jlanb : snexktpoHHO-OMOMHMoTeuHas cucrema : caiit / OOO 3BbC Jlanb. — CaHKT-
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[TerepOypr, [2020]. — URL: https://e.lanbook.com. — Pexwum moctyma: s 3aperucTpup. MHOIb-
30BaTesIed. — TeKCT : 3JIEKTPOHHBIN.

1.5. Znanium.com : siekTpoHHO-OMbHMoTeuHast cuctema : cait / OO0 3nanuym. - Mo-
ckBa, [2020]. - URL: http://znanium.com. — Pexxum ocTymna : ajis 3aperuCcTPpHp. MOJIb30BATEICH.
- Tekcr : 3neKTPOHHBIM.

1.6. Clinical Collection : KOJIeKIHs U1 METUIIMHCKUX YHHUBEPCUTETOB, KIMHUK, MEIIH-
IIUHCKHUX OuOIMOTEK /l EBSCOhost : [moprau]. — URL:
http://web.a.ebscohost.com/ehost/search/advanced?vid=1&sid=e3ddfb99-ala7-46dd-a6eb-
2185f3e0876a%40sessionmgr4008. — PeskuMm ocTyma @ Jjisl aBTOPHU3. MoJIb3oBareieid. — TeKCT :
AJIEKTPOHHBIN.

2. Koncyasrautllioc [DNeKTpOHHBIM pecypc]: copaBoyHas IIpaBOBas CHUCTEMA.
/Komnanus «Koncynprant [Lmocy - DnektpoH. nan. - Mocksa: Koncynsrantllimtoc, [2020].

3. ba3bl JaHHBIX NEPUOAUYECKUX U3TAHUIN:

3.1. ba3a maHHBIX MEPHOAMYECKUX M3JaHHUU : AMeKTpoHHBIE KypHainsl / OO0 MBUC. -
Mockga, [2020]. — URL: https://dlib.eastview.com/browse/udb/12. — Pexxum moctyma : st aB-
TOPH3. IOJIb30BaTeNIed. — TEKCT : JJIIEKTPOHHBIN.

3.2. eLIBRARY.RU: nayunas snextponHas oubnuoteka : caint / OOO Hayunas Dnek-
TpoHHast bubmuorexa. — Mocksa, [2020]. — URL: http://elibrary.ru. — Pexxwum moctyma : ais aB-
TOpU3. MOJIb30BaTeNei. — TeKCT : AIeKTPOHHBII

3.3. «Grebennikony : sanexrponnast 6udauoreka / MJ| I'pedbennrkoB. — Mocksa, [2020]. —
URL: https://id2.action-media.ru/Personal/Products. — Pexwum moctyma : Juisi aBTOPU3. MOJIB30-
Baresnen. — TeKCT : 2JIEKTPOHHBIM.

4. HanmoHanbHas 3JIeKTPOHHAsi OM0JIMOTeKA : HJIEKTpOHHAas OubnuoTteka : deaepaib-
Hasl rocyaapcTBeHHas HH(GOpMallMOHHas cucteMa : caiit / MunuctepctBo KynbTypsl PO ; PI'B.

— Mockga, [2020]. — URL: https://H30.pd. — Pexum goctyna : /Ui mojb3oBareneidl Hay4dHOM
O6ubmoTeku. — TeKCT : AIIEKTPOHHBIH.
5. SMART Imagebase  // EBSCOhost : [mopTau]. - URL:

https://ebsco.smartimagebase.com/?TOKEN=EBSCO-
1a2ff8c55aa76d8229047223a7d6dc9c&custid=s6895741. — Pexum goctyma : Ui aBTOPH3.
noJib3oBaresei. — M3o0pakeHue: 31eKTpOHHBIE.

6. ®egepanbHbIe HHPOPMALMOHHO-00Pa30BaTEJIbHBIC NOPTAJIBI:

6.1. EnnHoe OKHO JlocTyma K 00pa3oBaTeldbHBIM pecypeam : (enepanbHbIi mopTai / yd-
peaurens GI'AOY AT10 LPTI'OIT u UT. — URL: http://window.edu.ru/. — TekcT : 371€KTpOHHBIH.

6.2. Poccwmiickoe oOpaszoBanue : ¢enepanbHblii opTan / yupemurens OTAOY IO
LIPTOITu UT. — URL: http://www.edu.ru. — TekcT : 3J€eKTPOHHBIA.

7. DaexkTponHasi Oudauorexka nuccepraumii PI'b [OnexTpoHHBIN pecypc]: 3JeKTpoH-
Hast OuOmuotexka / ®I'BY PI'b. - Onexrtpon. man. — Mocksa, [2020]. - Pexxum poctyma:
https://dvs.rsl.ru.

8. TOCT-Ikcnepr - enunas 6aza 'OCTos Poccuiickoit denepannu a1 06pa3oBaHus U
IIPOMBITIIJICHHOCTH.

9. O6pa3oBaresbHbIe pecypebl Yal'y:

9.1. Dnexrponnas 6udbmmoreka Y'Y : monyns ABMC Mera-ITPO / OOO «Jlara Dkc-
npeccy. — URL: http://lib.ulsu.ru/MegaPro/Web. — Pesxum nmoctymna : uis mojib30oBaresicii Hayd-
HOM OMOMMoTeku. — TeKCT : ANEeKTPOHHBIN.

9.2. O6pazoBarenbhblil mopran Yul'Y. — URL: http://edu.ulsu.ru. — Pexxum nocryma : amst
3aperucTp. Mojap3oBaTenaeh. — TeKCT: JIeKTPOHHBII.

CornacosaHo:
3am.nau. YUTuT ! KnoukoBa A.B. [ 77 W) | DS O 202
¢ — #
JOMAHOCTL coTpyAHMKa YUTHI OHUO 7 “achnuc nara
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11. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUIIJINHBI:
- MYJIbTUMEAUNHBIC CPEICTBA: KOMIIBIOTEP U MPOECKTOD;

myasTHMeauiHbIE Texnomorun. MS Office, Internet Explorer;

- aneKkTpoHHbBIH 3aMOK "Co00ib" — 3 KOMIIICKTA;

- cucrema 3amutel or HCJ «Dallas Lock». 4 koMiiekra;

- MPOrpaMMHO-aNIapaTHbIi KOMIUIEKC CpeAcTB 3amuThl nHpopmanuun ot HCJl “Ax-
Kopa—AM/I3” — 1 KOMILIEKT;

- cucTeMa 3aiuThl KOHQUICHIIMATLHOW HH(DOPMALIUY U TIEPCOHAIBHBIX JTaHHBIX «Secret
Disk. BazoBerii koMiiekT ¢ USB-Ki1rouoM — 4 KOMITIEKTA;

- TIEPCOHAILHBIC CPEACTBA ayTEHTU(HUKAINY U 3AIIUIIICHHOTO XpaHeHus: TaHHbIX - USB-
KIJIFOYH U cMapT-KapTel e Token — 3 kKoMILIeKTa.

Aynuropus 2/240 yKOMIUIEKTOBaHA CICIIHAIU3UPOBAHHON MEOEIbI0, YIeOHOW JTIOCKOM,
UMEIOTCSL MYJIbT MYJIbTUMEIUHHBIE CPEACTBA: KOMIBIOTEP U MPOEKTOP; UCIONb3YIOTCS MYJIbTH-
menuiinabie TexHonorun. MS Office, Internet Explorer, Power Point, MS Excel.

13. CHEIMAJIBHBIE YCJIOBUA AJI OBYYAIOIIIUXCA
C O'PAHUYEHHBIMH BO3MOKHOCTAMMU 310POBbA

B cnydyae HeoOxonuMocTu, 00y4JaronMMCcs U3 YUCIIA JIUI ¢ OTPAHUYCHHBIMU BO3MOKHO-
CTSIMU 3JI0POBBs (I10 3asBJICHUIO 00YYaAIOIIUMCSI) MOTYT MpeJjiaratbCsi OAHU U3 CIEAYIOIINX Ba-
PHAHTOB BOCTIPUATHS UH(OOPMALIUU C YUETOM MX UHAUBHAYAIbHBIX MCUXO(PU3NIECKIX BO3MOXK-
HOCTEM:

— JUIs JIALl ¢ HapyIIeHHeM 3peHus: B (hopMe SJIEKTPOHHOTO JTOKYMEHTA, WHIANBUAYAIIb-
Hble KOHCYJIbTAllUM C NpPUBJIEYCHHEM THQIIOCYpONEPEBOIUNKA, UHANBUAYAIbHBIE 3aJJaHUd U
KOHCYJIbTalMS;

— JUIs JIMIL ¢ HAapyLIEHUEM cilyXa: B (hopMe 3JIeKTPOHHOTO JOKYMEHTA, MHIUBHUyaIbHbIE
KOHCYJIbTAllUM C NPUBJIEUYEHUEM CYpPJONEPEBONUNKA, UHIMBUyaIbHbIE 3aJaHUSI U KOHCYJIbTa-
s,

— JUIA JIML C HapyLIEHHEM OINOPHO-IBUIATEJILHOrO ammapara: B (opMe 3JIEKTPOHHOTO
JIOKYMEHTA, MH/INBU IyaJIbHbIE 3a/IaHUS U KOHCYJIbTALU.

B ciysae HeoOXOOMMOCTHM  HCIONB30BaHMS B y4eOHOM Ipolecce  YacTHd-
HO/HCKJIIOUUTEJIBHO JMCTAHIIMOHHBIX 00pa30BaTeNbHBIX TEXHOJIOTUH, OpraHu3anus paOoThI
[II1C ¢ obyuarommmucs ¢ OB3 u uHBaNIMIaMH NpeycCMaTPpUBAETCS B AJIEKTPOHHONW MH(popma-
IIMOHHO-00Pa30BaTeNIbHON Cpeie ¢ YYeTOM HUX MHIAMBHYaJIbHBIX MCUXO(PHU3MUECKUX OCOOEHHO-
CTeil.

G
Pa3pa60wm(> )~ nouent kadbenpsi Wpannos Anzpeit MuxaiinoBuy

NOANKChH JIOTKHOCTH ®HO
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Mpuiaoxenne 1
4.2 O0beM IMCHHUILIMHBI 110 BUIaM y4eOHO padoThI (B 4acax)

Buj yueonoii KoauuecTBo yacoB (¢popma o0yueHusi  OHesnasn )
padoThI
Bcero nmo miany B 1.4. mo cemecTpam
8 cemecTp
1 2 3 4 5

KonrakTHas padota
00yJaronuxcs ¢ 80 80/80*
npenoaBaTeneM
AyauTopHBIE 80 R0/80
3aHATHS:
Jlexu

20 20/20*
ITpakTuueckue u
CEMHUHApCKUE 20 20/20%*
3aHATHUS
JlabopaTopHbie
padorL 40 40/40*
(mabopaTopHBIi
MIPAKTUKYM)
CamocTosiTenbHas
pabota 64 64
dopma  TEKYUIETO
KOHTPOJISL 3HAHUH U TectupoBaHue Ha
KOHTPOJIS CEeMHUHapax u
CaMOCTOSITETHHON m1ab0pPaTOPHBIX
paboTEHI: paborax;
TectupoBanue, - BOIIPOCHI U
KOHTp. paborTa, TECTHI Tepe]
KOJUIOKBUYM, TEKIUSIMHA

pedepar u np. (He
MeHee 2 BUIOB)

Kypcogas pabota

Bunnr
MTPOMEKYTOUHOM 9K3aMEH JK3aMCH
aTTecTalun

(’K3amMmeH, 3a49eT)

Bcero gacos o
MUCIHUILIINHE:

180 ¢ sx3amMeHOM 180 ¢ sx3amMeHOM

*KonmnuectBo wacoB pabotsl IIIIC ¢ oOywaromumucs B AUCTAaHIIMOHHOM QopMmare ¢
PUMEHEHHUEM DJICKTPOHHOTO 00y4eHUs

B cilydae HE00X0IUMOCTH HCIOJIb30BaHUs B y4eOHOM nporecce
YaCTUYHO/MCKITIOUUTEIBHO AMCTAHLMOHHBIX 00pa30BaTENIbHBIX TEXHOJOTMM B Tabiuie udepes3
CJIENI yKa3bIBaeTcsl KoaudecTBoO 4acoB padoTsl [1TIC ¢ oOyuarommMucs 1iisi IPOBEACHUS 3aHATHHA
B JMCTAaHLIIMOHHOM (hopMaTe ¢ MPUMEHEHHEM 3JIEKTPOHHOTO O0YUYECHHS.



IMpuaoxenne 2

13. CHEIIMAJIBHBIE YCJIOBHUA JJIAA OBYYAIOIIUXCA
C OTPAHUYEHHBIMU BO3MOKHOCTAMMU 310POBbsA

B cnyyae HeoOXoguMocTH, o0OydYaloUMMCS W3 4YHCIa JIMI C OTPAaHUYCHHBIMU
BO3MOXXHOCTSIMU 37I0pOBbsSI (110 3asBJIECHUIO OOydalollerocs) MOTYT MpenjaraTtbCsi OJHU U3
CIICAYIOUIMX BapUaHTOB BOCHPHUATHS HMHGOpPMAIMM C YYETOM UX HHIMBHIYaJbHBIX
MCUXO0(PU3NIECKIX OCOOCHHOCTEH

— IS JIAL C HAPYUICHUSIMH 3pPEHUS: B ICUAaTHON opMe yBETUUYEHHBIM IPUPTOM; B hopme
9JICKTPOHHOTO JOKyMeHTa; B ¢opMe aynuodaina (rmepeBos YYeOHBIX MaTepuajioB B
aynuodopMmart); B mevaTtHoW ¢opme Ha s3bike bpailns; MHIUBUAyallbHBIE KOHCYJBTAIlUU C
pUBJIeYEHHEM TU(IOCYPIOTIEPEBOAUNKA; NHIAUBUIYaIbHbIE 3aJaHUS U KOHCYJIbTALIUU;

— U1 JIULI ¢ HApYIIEHUSMH CIIyXa: B Ie4aTHOI Gopme; B popme 31eKTPOHHOTO JOKYMEHTA;
BUZCOMATEpHAIbl C CYOTHTpamMM; WHIMBHIYyaJbHbIE KOHCYJIbTAllUM C MpPUBICUYCHHEM
CYpAOIEepeBOIUNKA; MHAUBHUIyaIbHbIE 33/1aHUS U KOHCYJIbTAIUH;

— JI71s1 JIMILL C HApyIIEHUSIMU OMTOPHO-/IBUTaTEIbHOTO armnapara: B Ie4aTHoil ¢opme; B popme
3JIEKTPOHHOTO JOKYMEHTa; B (hopMe ayauodaiisia; MHANBUAYATbHbBIE 3aJaHHsI U KOHCYJIbTAIUH.

B ciy4ae HEO0OXOIUMOCTH HCIIOTh30BaHUS B y4eOHOM nporiecce
I-Ia.CTI/I‘-IHO/I/ICI(.]HO‘-II/ITG.HI:HO AUCTAHIITMOHHBIX 06pa30BaTeJIBHI>IX TCXHOHOFHﬁ, opraHnu3sanus
pabotsl ITIIIC ¢ obywaromumucs ¢ OB3 u uHBaNMMmaMu IpeaycMaTpUBACTCS B AJIEKTPOHHOM
UH(POPMALIMOHHO-00pa30BaTENbHON Cpefie C YYeTOM UX HHIMBUAYAIBHBIX MCUXO(PU3UUYECKUX
0CcoOeHHOCTEH



IMpuaoxenune 3

11. YYEBHO-METOJANYECKOE U UH®OPMALIMOHHOE OBECIIEYEHUE
JAUCHHUIIJINHBI

a) CniucoK peKoMeHyeMOoi JIuTepaTypbl:

OCHOBHAsI

1. Wenyxun O.W., OOHapy>keHHe BTOP)KEHHUI B KOMITBIOTEPHBIC CETH (CETEBbIC aHOMAJTUH)
[DnexTpoHHBIA pecypc]: YueOHoe mocodue mist By3oB / [lox pen. mpodeccopa O.U. lllenyxuna. - M.:
l'opsiuass uams - Temexom, 2013. - 220 c. - ISBN 978-5-9912-0323-4 - Pexum poctyna:
http://www.studentlibrary.ru/book/ISBN9785991203234 . html.

2. 3anmra uHGOPMAITMH: OCHOBBI TEOPHUU: yUeOHHWK Ui OakajaBpuara W MarucTparypbl /
MermoB A. 1O., UlermoB K. A. — M.: MznmarensctBo FOpaiir, 2019. — 309 c. https://biblio-
online.ru/viewer/zaschita-informacii-osnovy-teorii-433715.

3. buprokoB A.A., MHdopmarmoHHas 6€30MacHOCTh: 3alllUTa W HamajeHue [ DIEeKTPOHHBIHA
pecype] / buprokoB A. A. - M. : JIMK Ilpecc, 2017. - 434 c. - ISBN 978-5-97060-435-9 - Pexxum
nocryna: http://www.studentlibrary.ru/book/ISBN9785970604359.html.

AOMOJTHUTEIbHASI

1. Hexommepueckas unrepuer-sepcust CI1C "KoncynprantlInroc":

1.1 Joxrpuna wuHpopMannoHHOH Oe3omacHocTH Poccuiickoit ®enepanmu (Yka3
[Ipesunenta PO or 05.12.2016 N 646 "OO6 yrtBepxaeHun JIoKTpUHBI HH(DOPMALIMOHHON
6e3onacHoctu Poccuiickoit denepanun')

Pexxum noctyma: http://www.consultant.ru/document/cons doc LAW 208191/

1.2 Crpareruss HarmoHanbHOM Oe3omacHoctu Poccmiickoit ®@eneparmu (Ykas3 [Ipesunenta
Poccwmiickoit @eneparmu ot 31 gexadps 2015 romga N 683 "O Crparernu HalioHATBLHOM 0€30MaCHOCTH
Poccuiickon @eneparun')

Pexxum noctyma: http://www.consultant.ru/document/cons doc LAW 191669/

1.3 ®enepanbblii 3akoH oT 27.06.2006 N149-®d3 "O6 unpopmanuu, nHPOPMALMOHHBIX
TEXHOJIOTHSX M 3aIIuTe HHPOopMaruu'"

Pexxum noctyma: http://www.consultant.ru/document/cons_doc LAW_ 61798/

1.4 ®enepanbubiii 3akoH oT 27.07.2006 N152-®3 "O nepcoHabHBIX NaHHBIX'" Pexum
noctyna: http://www.consultant.ru/document/cons_doc LAW_ 61801/

1.5 ®enepanbhbiili 3akoH oT 29.07.2004 N98-D3 "O xommepueckoi TaitHe" Pexum
nocryna: http://www.consultant.ru/document/cons_doc LAW_ 48699/

2. Cunapes H.A., MHCTpyMeHTaIBHBIN KOHTPOJIb M 3aIIUTa HHOOPMAITUH [ DIIEKTPOHHBII
pecypc]: CeunapeB H.A., Jlaukun O.B., lanunkun A.Il, ITorexenkuit C.B., Ileperokun O.U. -
Boponex: BI'VUT, 2013. - 192 c. - ISBN 978-5-00032-018-1 - Pexum nocryna:
http://www.studentlibrary.ru/book/ISBN9785000320181.html.

3.TTOCT P UCO/M3BK 27002-2012 UudopmarimonHas TeXHoJOTHsI. MeTOBI U CPeICTBa
obecnieuenus 6e3onacHocTH. CBoa HOpM u mpaBwi MeHekMeHnTa. [[OCT-Dkcenepr - equHas
6a3a 'OCToB Poccuiickoit deneparuu 11t 00pa3oBaHus U MPOMBIIUICHHOCTH. — Pexxum
nocryna: https://gostexpert.ru/gost/gost-27002-2012;

4. TymanoB C.A., CucreMa 3amuThl HHGOPMAIIMK OT HECAHKIIMOHUPOBAHHOTO JIOCTYyIIA
Ha ocHoBe "DallasLock 8.0" [Dnekrponnsiit pecypc]: / Tymano C.A. - HoBocubupck: M3n-Bo
HITY, 2016. - 56 c¢ - [ISBN 978-5-7782-2826-9 - Pexum poctyna:
http://www.studentlibrary.ru/book/ISBN9785778228269.html.

yueOHO-MeTOoAuYecKast

1. Meronuyeckue ykazaHUs M1 TPOBEICHUS JIA0OPATOPHBIX pabOT IO 3alluTe
uHpopManuu JUIL  CTYJIEHTOB  CIEIUATBLHOCTEH "KommbloTepHass 06e30macHOCTS",
«Marematuueckoe oOecriedeHHe W aIMHUHHCTPUPOBAHUE HWHQPOPMAIIMOHHBIX  CHUCTEM',
"UHPOKOMMYHUKAIIMOHHBIE TEXHOJOTUM ¢ CHUCTeMbI CBsi3H'", «CHCTeMHBIM aHAIW3 |
ynpasinenue» / A.C. Auapees, C.M. boponun, A.M. UBannos. - Yuesaosck: Y'Y, 2015. 54c.
URL: ftp://10.2.96.134/Text/Andreev2015.pdf



http://www.studentlibrary.ru/book/ISBN9785991203234.html
https://biblio-online.ru/book/zaschita-informacii-osnovy-teorii-433715
https://biblio-online.ru/viewer/zaschita-informacii-osnovy-teorii-433715
https://biblio-online.ru/viewer/zaschita-informacii-osnovy-teorii-433715
http://www.studentlibrary.ru/book/ISBN9785970604359.html
http://www.consultant.ru/document/cons_doc_LAW_208191/
http://www.consultant.ru/document/cons_doc_LAW_191669/
http://www.consultant.ru/document/cons_doc_LAW_61798/
http://www.consultant.ru/document/cons_doc_LAW_61801/
http://www.consultant.ru/document/cons_doc_LAW_48699/
http://www.studentlibrary.ru/book/ISBN9785000320181.html
https://gostexpert.ru/gost/gost-27002-2012
http://www.studentlibrary.ru/book/ISBN9785778228269.html
ftp://10.2.96.134/Text/Andreev2015.pdf

2. Banmnos A.M.
MeTtonudeckue yka3zaHus ISl CAMOCTOSTEIbHOU paboThl CTYIEHTOB 10 TUCIUTUTHHE
«OOHapyxeHne BTOP>KEHUHN U 3alIuTa HH(QOpMaLUn» JIJIs CTYACHTOB OakaiaBpuaTa 1o
Hanpasienuio 02.03.03 «MaremaTrueckoe o0ecrieueHre U aIMUHICTPUPOBAHNE
nHpopmarnmonHbix cucrem» u 09.03.03 «IIpuknagnas nHbOpMaTHKa» OYHON GOPMBI O0yIEeHHS /
A. M. UBanuos; Y'Y, ®ak. mareMaTuku, HHGOPM. U aBHAIl. TEXHOJIOTHIA. - Y TbSIHOBCK:
VYal'V, 2020. - 3arq. ¢ skpana; HeomyOamkoBaHHBIN pecypc. - DIEKTPOH. TEKCTOBbIE aaH. (1
daiin : 363 KB). - Tekct : anexkTpoHHbIi. http://lib.ulsu.ru/MegaPro/Download/MObject/4270

CornacosaHo:

%r_'ﬁ(ﬁ;-pe Ub Ya Y Morwwo vig Yo ) 05 06 2oz
AdTa

JOmAHOCTE COTPY IHHKR HAYHHOH OHOIHOTERH SHD MNOANHCE |
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11. YYEBHO-METOJUYECKOE U UH®OPMALIMOHHOE OBECIEYEHHUE
JUCIUATLITAHBI

0) [IporpammHoe o0ecnieueHne

- onteparmonHas cpena OC Windows/ Anst PaGouas cranmms §;

- Microsoft Office / MoiitO¢duc CtanmapTHBIN.

B) IIpodeccuonasibubie 0a3b1 JAHHBIX, HHPOPMANUOHHO-CIIPABOYHbIE CHCTEMBI

1. D1eKTPOHHO-0UO0INOTEYHbIE CHCTEMBbI:

1.1. IPRbooks : 2ieKTpoHHO-OMOIMOTEYHAs cUCcTeMa : caldT / rpyria kommanuid A [Tu Ap
Memuna. - Caparos, [2020]. — URL: http://www.iprbookshop.ru. — Pexum pnoctyma: s
3apEeruCTpUp. MOJb30BaTeNeH. - TEKCT : 2JIEKTPOHHBI.

1.2. FOPAUT : snekTpoHHO-OuGmMoTeuHas cuctema : caiit / OOO DnekTpoHHOE
m3marenscrBo FOPAWT. — Mocksa, [2020]. - URL: https://www.biblio-online.ru. — Pexum
JIOCTyNa: ISl 3apETUCTPUP. MOJIb30BaTENEH. - TEKCT : JIIEKTPOHHBIM.

1.3. KoHCynbTaHT CTyIeHTa : JJEKTPOHHO-OMOmmoreuyHass cuctema : cabt / OOO
[Tonurexpecypc. — Mockaa, [2020]. — URL:
http://www.studentlibrary.ru/catalogue/switch kit/x2019-128.html. — Pexum pmocryma: st
3apPETUCTPUP. MOJIb30BaTENEH. — TEKCT : JIIEKTPOHHBIN.

1.4. Jlanb : snexktpoHHO-OMOMMoTeuHas cucrema : cailt / OOO BbC Jlanb. — CaHKT-
[etepOypr, [2020]. — URL: https://e.lanbook.com. — Pexxum poctyma: s 3apeructpup.
nosib3oBaTenen. — TeKCT : 3JIEeKTPOHHBIM.

1.5. Znanium.com : 371eKTpOHHO-OMONMOTEYHAss cuctema : caiit / OOO 3HaHuUyM. -
Mocksa, [2020]. - URL: http://znanium.com. — Pexum npoctyma : s 3aperucTpup.
[I0JIB30BAaTENEH. - TEKCT : JJIEKTPOHHBIN.

1.6. Clinical Collection : KoUIeKIMS I MEAMIIMHCKUX YHHBEPCHTETOB, KIIMHWK,
MEJIUITTHCKUX OMOIMOTEK /! EBSCOhost : [mopran]. - URL:
http://web.a.ebscohost.com/ehost/search/advanced?vid=1&sid=e3ddtb99-ala7-46dd-a6eb-
2185f3e0876a%40sessionmgr4008. — PesxxuMm noctyma : A aBTOpHU3. Moyib3oBareseit. — TekcT :
3JIEKTPOHHBIM.

2. Koncyabrantlliroc [OnekTpoHHBI pecypc]: chpaBouHas IpaBOBasi CUCTEMA.
/Komnanus «Koncynprant [Imrocy - OnextpoH. naH. - Mocksa: Koncynwrantlnroc, [2020].

3. ba3bl TaHHBIX NEPUOANYECKUX U3TAHUIL:

3.1. baza maHHBIX EPHOIWYECKUX HU3AAHHUH : 3MeKTpoHHBIC XypHaI6l / OO0 UBUC. -
Mocksa, [2020]. — URL: https://dlib.eastview.com/browse/udb/12. — Pexxum nmocryma : amns
aBTOpU3. MOJIb30BaTENEH. — TEKCT : AJEKTPOHHBIN.

3.2. eLIBRARY.RU: nayunas osnextpoHHas Oubmuoreka : caidt / OOO Hayunas
OnektponHas bubmmoreka. — Mocksa, [2020]. — URL: http://elibrary.ru. — Pexxum noctyma : mjs
aBTOPU3. NIOJIb30BATENEH. — TEKCT : AIEKTPOHHBIN

3.3. «Grebennikony : anmekTponnas oubnauorexa / U/ I'pebennukoB. — Mockaa, [2020]. —

URL:  https://id2.action-media.ru/Personal/Products. — Pexum pgoctyma : s aBTOpH3.
nosib3oBaTenen. — TeKCT : 3JIEeKTPOHHBIM.

4. HauumoHanbHasi ?JJIeKTPOHHAas OuO/IMOTeKa : DHIEKTPOHHAas OuOIMOTEKa
denepanbHas rocynapcTBeHHass HHGOPMAIIMOHHAS CUCTEMa : CaliT / MUHUCTEPCTBO KYJIbTYPHI
P® ; PI'b. — Mockga, [2020]. — URL: https://H36.pd. — Pexum mocTyma : 1js mojib30BaTenei
Hay4YHOU OMOMMoTekn. — TeKCT : 2JIEKTPOHHBIH.

5. SMART Imagebase /! EBSCOhost : [mopran]. — URL:

https://ebsco.smartimagebase.com/?TOKEN=EBSCO-
1a2{18¢c552a76d8229047223a7d6dc9c&custid=s6895741. — Pexxum pmocTyma : ISl aBTOPHS3.
nosib3oBareseil. — 3o0pakeHue: JIeKTPOHHEIE.

6. ®enepanbHbie ”HPOPMAITMOHHO-00Pa30BaTeIbHbIE OPTAJIbI:


http://www.iprbookshop.ru/
https://www.biblio-online.ru/
https://e.lanbook.com/
https://dlib.eastview.com/browse/udb/12
http://elibrary.ru/
https://id2.action-media.ru/Personal/Products
https://%D0%BD%D1%8D%D0%B1.%D1%80%D1%84/
https://ebsco.smartimagebase.com/?TOKEN=EBSCO-1a2ff8c55aa76d8229047223a7d6dc9c&custid=s6895741

6.1. EnuHoe OKHO J0oCTyma K 00pa3oBaTebHBIM pecypcaM : deAepalbHbIid mopTan /
yupeautens PI'AOY JII1O LIPT'OITu UT. — URL: http://window.edu.ru/. — TEKCT : 3IeKTpOHHBIH.

6.2. Poccuiickoe obOpazoBanue : denepanbablii noptan / yupenutens GI'AOY JIITIO
HPTOITu UT. — URL: http://www.edu.ru. — TekcT : 371€KTpOHHBIHA.

7. daexkTpoHHasi 0ubauoreka guccepraunii PI'b [DnekTpoHHBIN pecypc]: 2IeKTpOHHAs
oubmoreka / ®I'BY PI'b. - Omnekrpon. man. — Mocksa, [2020]. - Pexum npocryna:
https://dvs.rsl.ru.

8. TOCT-IOkcnepr - enunas 6aza 'OCTos Poccuiickoit denepannu A 00pa3oBaHus U
IIPOMBIIIJICHHOCTH.

9. O6pa3oBaresibHbIe pecypebl Yal'y:

9.1. Dnexrponnas oO6ubmuorexka Ynl'Y : momyns ABUC Mera-ITIPO / OO0 «/lara
Okcmpece». — URL: http:/lib.ulsu.ru/MegaPro/Web. — Pexum poctyna : s mojb3oBarenen
Hay4YHOU OMOIMOTEKH. — TeKCT : QJIEKTPOHHBIN.

9.2. O6pa3zoBarenbhblii moptan Yul'Y. — URL: http://edu.ulsu.ru. — Pexxum nocryna : s
3apEerucTp. nojap3oBarenei. — TeKCT: 3IEKTPOHHBIH.

CornacosaHo:

3am.Hay, YHUTuT ! Knoukosa A.B.
AOMAHOCTE COTPY.AHMED Y UTH] DHO
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	а) Список рекомендуемой литературы:
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